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Coding Theory

Coding theory is the branch of mathematics concerned with accurate and efficient transfer of data across noisy channels as well as the recovery of the message sent. A transmission channel is the physical medium through which the information is transmitted, such as telephone lines, or atmosphere in the case of wireless communication. Undesirable disturbances (noise) can occur across the communication channel, causing the received information to be different from the original information sent. Another prominent example is the ubiquitous CD: a scratch on a music CD has no effect on sound quality, completely unlike the phonograph records. Coding theory deals with detection and correction of the transmission errors caused by the noise in the channel. The primary goal of coding theory is efficient encoding of information, easy transmission of encoded messages, fast decoding of received information and correction of errors introduced in the channel. Coding Theory is used all the time: in reading CDs, receiving transmissions from satellites, or in cell phones.  Coding theory should not be confused with cryptography, which is the art of encrypting messages (making them secure and thus hard to read for the unintended listeners). 

I found coding theory fascinating ever since I first studied it in my Math 334 (Abstract Algebra) class. The fact which I find interesting about coding theory is that it gives machines (computers, phones, etc.)  a certain level of intelligence (almost like a mind of their own) through their capability of detecting when something goes wrong and to a certain extent being able to correct the error and recover the distorted information. This is what determined me to study this topic more deeply and to write my honors thesis on it.



The purpose of my research is not only being able to understand coding theory, but also being able to implement error detection and correction into computer applications, using programming languages like Mathematica, C/C++ or C# (C sharp). I intend to write modules (routines) which will simulate a real world transmission environment. After the description of the transmission system I will continue with the description of the research.

The purpose of the transmission environment is communication, transfer of information from one place to another (phone conversation, data transfer over the internet, radio transmission, wireless data transfer etc.). The main components of the transmission system are:

· Information Source

· Transmitter (Encoder)

· Transmission Channel

· Receiver (Decoder)

· Information Sink (Destination) 

The information source is the component that creates the message and the transmitter takes the message from the source, encodes it and sends it across the channel (such as phone line, atmosphere, etc).  The transmission channel is the physical medium through which the information is transmitted and it is the component that induces noise (errors) into the message. If there was no noise there would be no need for coding theory because the messages would reach their destinations unaltered. With the noise induced into the message the receiver is in charge of decoding the message, checking it for errors, correcting errors if any, and after the information is recovered passing it to the information sink, the destination of the message. Encoding the message, decoding and recovery of the information is possible only because of the coding theory which offers the tools for it. Neil Sloane, one of the greatest mathematicians of the 20th century succinctly puts it like this: without coding theory there would be computers; they just couldn’t talk to each other. Sloane was named an AT&T Fellow for his contributions to the mathematical theory of error-correcting codes that have profoundly influenced the digital transmission of information by optimizing the data transfer and improving transmission reliability over terrestrial, wireless, and undersea networks.

In my research I intend to create routines which simulate the components of the transmission system. One routine will act as a transmitter taking a specific message and encoding it using specific encoding algorithms (which I will describe later). The next routine will simulate the transmission channel, inducing noise into the message. Another routine will be in charge of decoding the message, correcting the errors caused by the channel routine and recovering the original information encoded by the transmitter. I intent to implement several different algorithms and draw conclusions about the efficiency of these algorithms based on the accuracy of the results as well as the speed of the encoding and decoding process.  

History of Coding Theory

Coding theory originated with the arrival of computers. Early computers were based on large banks of mechanical relays and their reliability was very low compared to the computers of today. If a single relay failed to work the entire calculation was in error. The engineers of that time developed ways to detect faulty relays so that they could be replaced. While working for Bell Labs, R.W. Hamming had the idea that if the machine was capable of knowing there was an error, maybe it is also possible for the machine to correct that error. Based on this concept, he developed a way of encoding information so that if an error was detected, it could also be corrected. Based in part on this work, Claude Shannon developed the theoretical framework for the science of coding theory. 

Claude Elwood Shannon is considered as the founding father of electronic communications age. He was born in Gaylord, Michigan, on April 30, 1916. Shannon was educated at Michigan University in 1936, where he earned his B.S. degree. Later he went to Massachusetts Institute of Technology, where he studied both electrical engineering and mathematics, and received a master's degree and a doctorate. He was named a National Research Fellow and spent a year at Princeton's Institute for Advanced Study. Shannon joined Bell Telephone Laboratories as a research mathematician in 1941 and has spent many years teaching at MIT. He was awarded the National Medal of Science in 1966, as well as the Medal of Honor that same year from the Institute of Electrical and Electronics Engineers (IEEE). He received the Jaquard award in 1978, the John Fritz Medal in 1983, and the Kyoto Prize in Basic Science in 1985. Also, he is a member of the American Academy of Arts and Sciences, the National Academy of Sciences, the National Academy of Engineering, the American Philosophical Society, and the Royal Society of London. Shannon's most famous paper was the theory of communication which established the basis of the today’s communications. Shannon's creation in the 1940's of the information theory is considered one of the great intellectual achievements of the twentieth century. As a mathematician whose work pioneered digital communication and artificial intelligence and was influential in cryptography and probability he was one of the most important people of the 20th century. 

The other vital figure in the history of coding theory was Richard Hamming, who set the basis of error correcting codes. Hamming entered the University of Chicago receiving his B.S. in 1937. He received his M.A. from University of Nebraska in 1939 and his Ph.D. in mathematics from the University of Illinois at Urbana-Champaign in 1942. After the end of World War II, Hamming joined the Bell Telephone Laboratories in 1946.where he was able to work with Shannon. Hamming is best known for his work on error- detecting and error- correcting codes. Hamming codes are of fundamental significance in coding theory. In 1968 Hamming was made a fellow of IEEE and awarded the Turing Prize from the Association for Computing Machinery (the Turing Prize is equivalent of Nobel Prize in Computer Science). The IEEE awarded Hamming the Emanuel R Piore Award in 1979. Other honors included being elected a member of the National Academy of Engineering in 1980 and receiving the Harold Pender Award from the University of Pennsylvania in 1981. 

Early days of Error Correcting Codes

When transmitting a message along a channel (such as a telephone line) in which errors occur randomly, we need to transmit more bits than there are in the original message in order to be able to detect and correct errors which occur in the transmission. One of the simplest methods for detecting errors in binary message (a message consisting only of 0’s and 1’s) is the parity code which transmits an extra "parity" bit after every 7 bits from the source message. For instance, to any message c1 c2 … c7 we choose c8 so that the number of 1’s is even (i.e. so that c1 + c2 + …+ c7 = 0 mod 2). So if the message is 0100101 add 1 to the message to get 01001011 (in mod 2 arithmetic 0+0=0, 0+1=1, 1+0=1, 1+1=0, 0*0=0, 0*1=0, 1*0=0, and 1*1=1). However, this method can only detect errors and the only way to correct them is to ask for the data to be transmitted again, and also it can detect only up to one error (in case of multiple error parity check bit will fail: if message 00101011 is received, it would be decoded as 0010101, which would be incorrect because the original message was 0100101).


A simple way to correct as well as detect errors is to repeat each bit several times. The decoder checks which value occurs more often and assumes it as the intended value. Each block of repeated symbols is called a codeword, i.e., a codeword is what is transmitted in place of one piece of information in the original message. The set of all codewords is called a Code. If all the codewords in a code have the same length, then the code is called a Block code. The repeat code is a block code.  For example if transmitting the message: 01001100 over a noisy channel, using 5 repetitions for each bit the transmitted message would be: 00000 11111 00000 00000 11111 11111 00000 00000 (00000 is a Codeword). Even if the message is altered in the transmission and the decoder receives the following message: 00100 11101 10000 00000 10011 01111 00000 011000, through a process of majority decoding the original message could be recovered. In the case of more than 2 errors per 5 consecutive bits the information would be decoded incorrectly (1 encoded and transmitted as 11111 and received as 00101 would be decoded as 0).  The repeat code with codewords having length 5 can always detect from 1 to 4 errors made in the transmission of a codeword, and it can correct up to 2, and therefore it is called 2-error correcting and 4-error detecting code. 

It can be seen that if the number of repetitions is increased so is the number of errors capable of being detected and corrected.  But there is a heavy price paid for this, and that is the efficiency of the transmission. The increased the length of the transmitted code, the more time and energy is required to transmit it and to decode the message correctly. The efficiency of a coding procedure depends upon the coding scheme used in encoding and decoding and this is where advanced coding algorithms play an essential role. The disadvantage of the repetition scheme is that it multiplies the number of bits transmitted by a factor which is unacceptably high. In 1948, Shannon, working at Bell Laboratories, showed that it was possible to encode messages in such a way that the number of extra bits transmitted was as small as possible using explicit error-correcting codes with information transmission rates more efficient than simple repetition. 

Linear Codes

Some of the most important error correcting codes are the linear codes which are codes whose codewords form a vector space. A vector space is a collection of vectors, here codewords, which is closed under vector addition and scalar multiplication, in other words contains all the possible linear combinations of its codewords.  If the vector space of all codewords is n dimensional and the subspace formed by the codewords of a code is k dimensional then the code is described as an (n,k)-linear code (the dimension of a vector space is given by the number of vectors in the basis of the vector space; a basis for a vector space or subspace is a minimum collection of linearly independent vectors which generate the entire vector space of subspace; linearly independent vectors are vectors such that none of them can be expressed as a sum of multiples of the others).

There are two ways of describing a linear code C. The first is using a generator matrix G which has as its rows a set of basis vectors of the linear subspace C. For every linear code there is an equivalent code which has a generator matrix of the form G = [Ik P], where Ik is the k by k identity matrix and P is a k by n-k matrix. The second description of a linear code C consists in specifying not vectors in C but rather the vectors orthogonal to C (orthogonal vectors are vectors whose inner or dot product is 0). The orthogonal complement of C is a subspace and in fact is another code called the dual code of C denoted by C┴. If P is a generator matrix for C┴ then P is called a parity check matrix for C. In general the rows of the parity check matrix for a code C are orthogonal to all codewords of C and any matrix P is a parity check matrix if the rows of P generate the dual code of C. Therefore, a code C is defined by such a parity check matrix P the following way: 

C = { x | xPT = 0 }.

For example, if C is a (7,4)-linear code generated by the rows of G: 

                         ┌                             ┐

                         │ 1  0  0  0  1  1  0  │
               G =    │ 0  1  0  0  0  1  1  │
                         │ 0  0  1  0  1  1  1  │
                         │ 0  0  0  1  1  0  1  │
                         └                             ┘

The code C contains 16 codewords, obtained by multiplying G on the left by the 16 different vectors of length 4 (i.e. multiplying by {[0 0 0 0], [0 0 0 1], [0 0 1 0], …, [1 1 1 1]}. The codewords obtained are: 


[0 0 0 0 0 0 0]      [1 1 0 1 0 0 0]        [0 1 1 0 1 0 0]      [0 0 1 1 0 1 0]


[0 0 0 1 1 0 1]      [1 0 0 0 1 1 0]        [0 1 0 0 0 1 1]      [1 0 1 0 0 0 1]


[1 1 1 1 1 1 1]      [0 0 1 0 1 1 1]        [1 0 0 1 0 1 1]      [1 1 0 0 1 0 1]


[1 1 1 0 0 1 0]      [0 1 1 1 0 0 1]        [1 0 1 1 1 0 0]      [0 1 0 1 1 1 0]

A parity check matrix for this code is given by 

                         ┌                             ┐

                         │ 1  0  1  1  1  0  0  │

                P =   │ 1  1  1  0  0  1  0  │

                         │ 0  1  1  1  0  0  1  │

                         └                             ┘

To see that P is legitimate, we check if the rows of P are ┴ (perpendicular) to [0110100], which is a codeword. The dot (inner) products are each 0.  
The parity check matrix can be obtained from the null space of the generator matrix and the generator matrix can be obtained by finding the null space of the parity check matrix (the null space of a matrix is the collection of all the orthogonal vectors to the vector space generated by the rows of the matrix, also know as the row space)

Let C be a code over a q-ary alphabet (alphabet consisting of q code symbols, for example a binary alphabet consists of two code symbols such as 0 and 1). If C has M codewords and minimum distance d, it is called an (n,M,d)-code. (the minimum distance of a code is the smallest distance between codewords; distance between codewords is number of distinct code symbols, for example the distance between [0010] and [1001] is three since the bits in positions one, three and four are distinct). A bad example of a code is {[0110],[1001]} where n=4, M=2 and d=4.

Hamming Codes

Discovered by Richard Hamming in 1950, the Hamming codes are the most famous of all error-correcting codes.  Hamming code is an error-detecting and error-correcting code. We restrict to binary Hamming codes in this discussion, which is used in data transmission, and can detect all single-bit and double-bit errors and correct all single-bit errors. For a linear (n,k)-code C, the parity-check matrix for C is the generator matrix P of the dual code C┴ . Furthermore, we can use P to determine the codewords of C by all c such that Pct = 0. 

A Hamming codeword is generated by multiplying the data bits by a generator matrix G using mod 2 arithmetic (in mod 2 arithmetic 0+0=0, 0+1=1, 1+0=1, 1+1=0, 0*0=0, 0*1=0, 1*0=0, and 1*1=1).  The result of this multiplication is called the codeword vector [c1 c2 c3 .....cn], consisting of the original data bits and the additional bits used for error correcting. The generator matrix G used in constructing Hamming codes can be written as I (the identity matrix) and a parity generation matrix A: 

G = [ I  A ]

An example of Hamming (7,4) code generator matrix: 

                         ┌                               ┐

                         │ 1  0  0  0    1  1  0  │

               G =    │ 0  1  0  0    0  1  1  │

                         │ 0  0  1  0    1  1  1  │

                         │ 0  0  0  1    1  0  1  │

                         └                               ┘

If a 4-bit message vector (d1 d2 d3 d4) is multiplied by G, the result is a 7-bit codeword of the form (d1 d2 d3 d4 p1 p2 p3). It can be seen that each codeword contains the original message and three additional check bits, which are a linear combination of the message bits based on the columns of A. Validating the received codeword r, involves multiplying it by a parity check matrix P, to form s, the parity check vector. 
P = [A I]

We can either multiply r * PT, or equivalent P * rT. We choose to do the latter:
                  

            ┌  ┐




            │1│
                  ┌                             ┐     │0│
      ┌  ┐
                  │ 1  0  1  1  1  0  0  │     │0│                 │0│
                  │ 1  1  1  0  0  1  0  │ *  │1│        =       │0│
                  │ 0  1  1  1  0  0  1  │     │0│
      │0│
                  └                             ┘     │0│                 └  ┘



            │1│




            └  ┘


If all elements of s are zero, the codeword was received correctly. If s contains non-zero elements, the bit in error can be determined by analyzing which check bits have failed, as long as the error involves only a single bit. For instance if r=[1011001], s computes to [101]T, which matches the third column in P that corresponds to the third bit of r - the bit in error.


Using the Hamming (7,4) code we can detect up to two errors and correct up to one error, with only three additional bits for every four bits of data. This is a lot better compared to the repeated coding which allowed only for one error detection and no error correction.

Perfect Codes

The covering radius of a linear code C is the smallest radius R so that every vector of the space, i.e. every word, is contained in some sphere of radius R centered at a codeword. The packing radius of a code C is the largest radius T so that the spheres of radius T centered at the codewords are disjoint. Generally, T ≤ R and in the case when T = R, C is a perfect code, which means that each vector of the code is contained in a unique packing sphere. This allows each vector to be uniquely decoded. The minimum distance d of a perfect code must be odd. If it were even, there would be vectors at an equal distance from two codewords and the packing spheres around those codewords could not be disjoint and therefore the vector could not be decoded. 


Looking at the Hamming (7,4) code in the previous example, the number of codewords(number of messages that can be encrypted) is 24 = 16 (the length of the message is 4). The minimum distance of the code is 3 therefore the packing radius of the spheres around each codeword is 1 (the packing radius is the largest radius which make the intersection between the spheres null). For each codeword there are seven vectors at distance d=1 away from the codeword, see Fig. 1 below (since the codeword is 7 bits long there can be an error in seven distinct positions). In this case each packing sphere consists of 8 vectors, and since there are 16 codewords there will be 16 distinct packing spheres which contain a total of 8*16 = 128 distinct vectors. Since the total number of vectors (number of possible messages received) is 27 = 128 vectors (the length of the codeword is 7), this means that each vector of the code is contained in one of the packing spheres and therefore can be decoded. This concludes that Hamming (7,4) is a perfect  code, since every possible message received can be decoded. 
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Fig. 1

Cyclic Codes 

One of the most important classes of linear codes is the class of cyclic codes. In general these codes are much easier to implement and have great practical value. Cyclic codes have the property that there exists a generator of the entire code. There are two approaches to describe such codes. A code, as mentioned above, is cyclic if whenever [c1 c2 …cn] is in the code, so is the shift [cn c1 …cn-1]. A more indirect more indirect way is to use polynomials, which we will illustrate briefly.  If C is an ideal in Rn (ring Rn being a principal ideal domain, Rn = Fq[x] / <xn – 1>), then there is a monic polynomial g(x) of minimal degree in C, such that g(x) generates C, C=<g(x)>. Such code C is called cyclic code and g(x) is called the generator polynomial. 

BCH Codes

Discovered independently by R.C.Bose, D.K. Ray-Chaudhuri in 1960 and by A. Hocquenghem in 1959, BCH codes are one of the most important classes of cyclic codes, with good error correcting capabilities and a relatively fast and easy encoding and decoding procedure. BCH codes are a generalization of Hamming codes, but a lot more efficient since the designed distance of the BCH codes can be d=2 or greater, which allows correcting up to two errors. A kind of BCH code is used in reading CDs. BCH codes are best explained using polynomials, as in the case of cyclic codes. 
Space-Time Codes

The increasing demand for wireless communications has determined an increasing demand for quality and efficiency of the communications. The purpose of the space-time codes is to assure an accurate decoding of the message in the case of multiple channels with multiple antennas and/or multiple receivers. The complexity of the space-time codes is determined by the multi-path characteristic of the communication channels, which determines the differences between the messages received through different channels. 

In my thesis, I will implement cyclic codes, BCH codes, and Space-time codes, as discussed on page 3. 
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